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be problematic as it reflects a real event for 
the intrusion sensor, but it’s often a non-
event for the security operator. 

The Verification Problem
 This security dilemma deals with detect-
ing actual intruders or terrorists in a secure 
area, yet in an active environment with 
“normal” vehicular and/or pedestrian traf-
fic. Typically, a secure area employs many 
sensors to detect intruders, which may only 
provide a “Suspected Intruder” list. The 
follow-up task is to decide whether or 
not to reclassify a “Suspected Intruder” as 
an “Actual Intruder.” This process is typi-
cally a manual task and can be difficult and 
requires crucial time. 
 Take the example of routine landscaping, 
whereby the landscape crew needs to access 
a gate in order to address vegetation on both 
sides of the perimeter. This type of event 
proves problematic. Intrusion sensors, such 
as radar, video analytics or an intelligent 
fence, will all alarm on this event with a high 
degree of accuracy. Even for very accurate sys-
tems that can uniquely track the object over 
a long period, it is highly likely that over the 
period of time the landscapers are in the area, 
the track could be lost, causing the system to 
re-alarm on the same person or vehicle.
 It may also be the case that the landscap-
ing crew requires the opening of a gate. 
If that gate is integrated into the facility’s 
access control system via a dry contact or 
beam breaker device, it may continuously 
alarm while left open or each time one of 
the workers or the vehicle passes through 
the entrance. Security will either need to 
validate each alarm by verifying it on a cam-
era or having an officer follow the landscap-
ing crew throughout their route.
 Another typical action is to temporar-
ily disable the intrusion sensor, which now 
leaves a portion of the facility vulnerable. 
 The existence of a “friendly” alarm event 
that needs to continue to be validated can 
result in the security personnel becoming 

complacent and either not verifying it, or 
not verifying it in a timely manner.  These 
actions take resources, inhibit security from 
reacting to a real event and can potentially 
increase the risk of intrusion by disabling 
and re-enabling sensors.

Locating ‘Friendly’ Assets
 This is where a tracking system could 
combine with the intrusion sensors to pro-
vide additional value. Tracking systems con-
sist of two main types of locating devices: 
GPS-enabled devices and transponder 
devices. A transponder is a wireless commu-
nications device that emits an identifying 
signal in response to a specific interrogation 
signal. 
  Advances in Global Positioning System 
(GPS) technology have facilitated the 
growth of GPS-enabled tracking devices, 
which contain two functional parts: GPS 
receiver and wireless communication. 
Modern GPS receivers can achieve an accu-
racy rating of less than three meters, provide 
an update once per second and do not 
require visibility to the open sky. 

Combining Detection and 
Location
 With an understanding of intrusion sen-
sors’ ability to locate and detect intrusions 
and tracking systems’ ability to locate person-
nel and assets, the combination of systems 
can result in automatic threat assessment. 
Routine situations that require significant 
security involvement, such as the landscaping 
scenario, now become an event that can be 
automatically managed by the system. With 
the augmentation of a tracking system, the 
Command & Control system now has the 
ability to know friendly targets and their loca-
tions. This can allow the system to perform a 
check before alarming. 
 In the case of a perimeter alarm, it 
would have the intelligence to understand, 
within a level of confidence, that the object 
detected by the intrusion sensors is the same 

friendly item being tracked by the tracking 
system. If the system determines the targets 
to be the same object, the alarm can be sup-
pressed, eliminating the need for security to 
verify the event.  

A Common Operating Picture
 The integration of these types of systems 
is not complex in terms of how to coor-
dinate data. Interface documents exist for 
these types of integration and are done on 
a regular basis. Typical position and target 
information is communicated over XML in 
a standard format. However, to gain these 
benefits the tracking systems and intrusion 
sensors must all work within a common 
geospatial operating picture.
 Geospatial, or geo-referenced systems, 
have the understanding of how the system 
and its data relate to real-world coordinates: 
latitude, longitude, speed, heading, altitude 
and time. The ability to understand where an 
object is currently located in time and space 
is what allows tracking systems and intrusion 
sensors to synergistically perform automatic 
verification. 
 This combined knowledge of the target’s 
track also allows the fusing of the GPS data 
and the intrusion sensor data into a single 
object and path. This further aids security by 
reducing target and track clutter.
 A typical example is a security officer, 
enabled with a tracking device, performing 
a tour around a fence protected by video 
analytics-enabled cameras. On a typical 
Perimeter Security Information System, a 
normal security officer tour would result in 
two icons on the display – one friendly from 
the tracking system and one unknown from 
the video analytics. This scenario would also 
result in two similar object tracks. Security 
would need to review the situation and 
understand that this symbology represents a 
single target and a single track.
 Integrating the tracking system with the 
video analytics system allows for a fusing of 
this data, and the resulting Command and 
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